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MULTIPLE CHOICE

: Which type of attack is usually the result of bad programming practices?
: SQL injection

: ARP poisoning

: Buffer overflow

: Source routing
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Correct Answer : C

2 : Which of the following is a security weakness in a system that may be exploited by an
attack?

. threat

. flaw

- hole

: vulnerability
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Correct Answer : D

: Which set of HTTP extensions allows clients to search the content and properties of files?
:NNTP

: WebDAV

: BITS

: IPsec
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Correct Answer : B

4 : Which technology allows programmers to uniformly develop applications to access many
types of databases, specifically SQL?

: RDS

: MSADC

: MDAC

: MDSQL
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Correct Answer : C

5 : Which of the following is a technology that allows retrieval of data from a remote database
server, alteration of that data in some way, and the return of the altered data for further
processing by the remote database server?

: MSADC

: MDAC

: MDSQL

: RDS
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Correct Answer : D

6 : Which vulnerability is present in some servers and can be exploited by hackers in the
browser address window and cause commands to be run on the server?

: malformed URL

: URL injection

: Unicode directory traversal

: folder browsing
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Correct Answer : C

: What is a package containing one or more files that address a flaw in a platform?
: service pack

: hotfix

. upgrade

- rollback
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Correct Answer : B

8 : Which of the following is a schedule that directs the routine application of patches and
updates to systems?

: patch cycle

: upgrade schedule

: revision change

: version plan
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Correct Answer : A

9 : Which tool is an automated vulnerability scanning application that scans for the presence of
exploitable files on remote Web servers?

: HFNetChk

: CacheRight

: Whisker

- N-Stalker
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Correct Answer : C

10 : Which of the following is a technique to increase web werver security?
: Disable directory browsing

: Enable remote administration

: Disable failed logon attempts

: Enable all Windows services
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Correct Answer : A
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